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Abstract

The CommonMessageLogging (CMLOG) systemis an
object-orientedanddistributedsystemthat not only allows
applicationsandsystemsto log data(messages)of any type
into a centralizeddatabasebut also lets applicationsview
incomingmessagesin real-timeor retrieve storeddatafrom
thedatabaseaccordingto selectionrules.It consistsof acon-
currentUnix serverthathandlesincomingloggingor search-
ing messages,aMotif browserthatcanview incomingmes-
sagesin real-timeor displaystoreddatain the database,a
client daemonthat buffers and sendslogging messagesto
theserver, andlibrariesthat canbe usedby applicationsto
senddatato or retrievedatafrom thedatabasevia theserver.
This paperpresentsthe designand implementationof the
CMLOG systemmeanwhileit will alsoaddresstheissueof
integrationof CMLOG into existingcontrolsystems.

1 Introduction

A typical distributedmessagereportingandloggingsystem
as illustratedin Figure1 informs operatorswith messages
generatedeitherfrom front endcomputersrunningreal-time
kernelsor from applicationson Unix hosts,storesthemes-
sagesto adatabase,andallowsretrieval of messagesaccord-
ing to selectionrules. In addition a logging client library
is providedfor applicationsto log messagesto thedatabase
throughtheserver. Mostmessageloggingsystemscurrently
availableareinfluencedheavily by Unix standarderror re-
portingsyntaxandareliterally focusedon stringmessages.
The logging messagesin thesesystemsare usually in the
formof eitherapredefinedstructure,whichmakesthewhole
systemlessadaptive to anew controlenvironment,or a text
string,which makessearchingthroughthestoragedatabase
lessefficient. To storemessages,someof thesesystemsuse
simpleASCII filesmakingfastsearchingalmostimpossible,
or usecommercialdatabasesmakingthewholesystemless
portable.

In contrast,theCMLOG systempresentedhereuseslog-
gingmessagesin theform of aflexible C++dataobjectthat
holdsmultiple taggeddatavaluesof any type. This typeof
loggingmessageallows applicationsandsystemsto log or
reportdataof any type,andmakestheCMLOG systemeas-
ier to integrateintoacontrolsystem.Moreover, theCMLOG
systemutilizesawell known databasestructureto allow fast
searching,andemploysa three-tier[1] networkarchitecture
to improve thescalability.
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Figure1: A typicaldistributedloggingsystem.

2 Design and Implementation of CMLOG System

2.1 Design and Analysis

In comparisonto a stand-aloneerror reportingsystemthat
writes error messagesto local terminalsor file systemsof
a host, a distributed logging systempartitionsthe interac-
tiveGUI browsers,loggingprocesses,theserver, andpersis-
tentdatastorageamonganumberof otherwiseindependent
machinesin thenetwork. At run-time,hostsrunningeither
real-timekernelsor Unix operatingsystems(OSs)sendlog-
gingmessagesto theserver, while theinteractiveGUIssend
requestmessagesto andreceive responsesfrom the server.
Althoughadistributedloggingsystemoffersbetterscalabil-
ity andabetteroverview of asystem,it is oftensignificantly
more difficult to design,implement,debug, optimize, and
monitorthanastand-alonesystem.Tohandlethecomplexity
of a distributedlogging system,many topics(suchascon-
currency, connectionmanagement,messagethrottling, and
resourcemanagementon real-timesystems)have to be ad-
dressed.Object-orienteddesignand implementationtech-
niquesoffer a varietyof principles,methods,andtools that
mayhelpalleviatemuchof thecomplexity relatedto devel-
opingandconfiguringadistributedloggingsystem.

2.1.1 LoggingMessagesandNetworkProtocol

Thetypeof datausedto log messagesis crucial to theflex-
ibility and performanceof a logging system. A logging
messageusuallyconsistsof severalpredefinedfieldssuchas
severity, status,username,hostname,andmessagestring.
Using a C or C++ datastructurewith several predefined
fields as a log messagepreventsusersfrom addingextra
fieldsthatmaybeimportantto differentcontrolsystems.On
theotherhandconcatenatingall text stringsconvertedfrom
dataof differenttypesinto a large text stringasa long mes-
sageindeedallowsoneto log dataof arbitrarydatatypesbut



severely hampersthe operationsof insertionandsearchof
messagesto andfrom thestoragedatabase,sinceonly string
comparisonscanbe performed.In orderto let applications
or systemslog dataof any typewithout sacrificingtheper-
formance,amessagehasto serveasadynamicstructurethat
containsmultiple datafields,accessedby taggedvalues,of
differenttypesandsizes.TheCMLOG systemthusselects
aC++datatypecalledcdevData [2] thatwasdesignedto be
a repositoryfor dataof differenttypesandsizesasthemes-
sagetype. ThecdevData objectuseseitheranintegertagor
a characterstringtagto accessinternaldata.Thereis a one
to onecorrespondencebetweeninteger tagsandstringtags
soeithermaybeusedto retrieve andinsertdata.Currently
thecdevData objectcanhold any of typeinteger, pointerto
acharacterstring,char, short,ushort,uint, long,ulong,float,
double,or time val structureandarraysof these.
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Figure2: Illustrationof cdevData andCLIP packet.

A networkprotocolis a setof rulesthatdictatehow data
and control information is exchangedbetweencommuni-
cationentities. The networkprotocol of CMLOG defines
how messagesof type cdevData are transferredbetween
the server and logging clients, betweenthe server and the
browsers,and how the logging clients and browsersfind
wherethe server resides. The CLIP [3] protocolhasbeen
usedto transfercdevData betweenCDEV applicationsand
CDEV servers. Using the CLIP protocolprovides an effi-
cientnetworktransferprotocolfor cdevData andmakesin-
tegrationof CMLOG systeminto theservicelayerof CDEV
systemmucheasier. Figure2 illustratestheorganizationof
thecdevData objectandCLIP protocol.

2.1.2 LoggingClients

Loggingclientsin a loggingsystemareapplicationsthatuse
anapplicationprograminterface(API) to sendmessagesto
the server via establishedconnections.Dependingon the
sizeof a control environment,therecould be thousandsof
theseapplicationsrunningat thesametime. Unfortunately,
notall operatingsystemssupportthousandsof networkcon-
nectionsat the sametime for a singlenetworkserver. The
CMLOG systemintroducesanotherlayer of softwarebe-
tweenloggingclientsandtheserver, calledaclientdaemon,
to reducethenumberof networkconnectionson theserver.
On a given hostthereis only oneclient daemonthatestab-
lishesnetworkconnectionbetweenthe hostandthe server
andsendsall messagesto theserver collectedfrom all log-
gingclientsonthehost.

The logging clients and the client daemoncan run on
hostsrunningreal-timekernelsin additionto hostsrunning
differentflavorsof Unix operatingsystems.A real-timeker-
nel usually imposestighter memoryconstrains,often pro-
vides no memoryprotectionamongkernelanduser tasks,
andoffers different schedulingpoliciesandglobal address
spacefor kernelandtasks[4]. The loggingclient APIs and
theclient daemonthushave to be threadsafeandconsume
little memory. Additionally, the logging client API should
alsoprovide callableroutinesfor theInterruptServiceRou-
tines(ISRs)whicharecommonin real-timesystems.

2.1.3 Browsers

Thebrowsersideof theloggingsystemusuallyconsistsof a
GUI interfacethatallowsoperatorsto monitorincominglog-
gingmessagesin real-timeandto retrievemessagesfrom the
database.A GUI interfaceof theCMLOG systemletsopera-
torsselectwhatandhow to displaythedatafieldsof logging
messages,sinceit hasno knowledgeaboutthe fields until
run-time.As a generalloggingsystem,CMLOG providesa
browserAPI to enableprogrammersto developcustomized
displayapplications.Sincethenumberof browsersrunning
simultaneouslyis muchsmallerthanthenumberof running
client applications,browsershave direct connectionsto the
server.

2.1.4 StorageDatabase

Thedatabaseusedto storemessagein a loggingsystemhas
to bereliableandto allow fastinsertionandsearch.

2.1.5 Server

The performanceandreliability of the networkserver in a
loggingsystemis extremelyimportant.Theserver receives
all loggingmessagesfrom all connectedhosts,writesthose
messagesto a database,andit hasto handlerequestsfrom
browsersto searchthe database.It is unacceptableif any
networkrequestsfrom browsersor clientsareblockedfor a
long timewhile theserver is waitingfor disk I/O operations
or is handlingothernetworkrequests.



It is often a challengeto designand implementa ro-
bustandhighperformancenetworkserver. However thein-
creasedavailability of advancedOS mechanisms(suchas
multi-threading),coupledwith growing adoptionof C++
andobject-orientedmethods,providesbetterunderstanding
of the basic architecturalchoicesfor developing network
servers.

� Connectionlessor Connection-orientedprotocols:
Connectionless protocols (such as UDP, IP, CLNP)
provideanunreliable,message-orientedservicewhere
eachmessagemay be routedindependently. Thereis
no guaranteethat a particularmessagewill arrive at
its destination.In contrast,connection-orientedproto-
cols (suchas TCP) offer a reliable, sequenced,non-
duplicateddatadelivery servicefor applications. A
loggingsystemcannotafford to losemessagessentby
clientapplicationsor droprequestsfrom browsers.It is
thusobvious to chooseconnection-orientedprotocols
in thecaseof CMLOG. In particulartheCLIP protocol
is usedon topof TCP.

� RPC or Lower-level IPC Mechanism:RPC is an at-
tractive level of abstractionfor developingnetworkap-
plications. They provide developerswith a program-
mingparadigmthatcloselyresemblesthefamiliarpro-
cedurecallingconventionsusedin stand-aloneapplica-
tions.To implementarobust,portableandhighperfor-
mancenetworkapplicationsuchasthe CMLOG sys-
tem,however, it maybenecessarytoaccesslower-level
IPC mechanismssuchassocketsor TLI. Lower-level
IPC mechanismstend to be more efficient thanRPC
sincethey allow applicationsto omit someunneces-
saryfunctionalitiesandenablefiner-graincontrolover
communicationbehavior.

� Iterative vs. ConcurrentServers: An iterative server
handleseachclient requestin its entirely beforeser-
vicing subsequentrequests,which could be either
blockedor ignored. In addition,iterative serversmay
alsoprevent clientsfrom makingprogresswhile they
are blocked awaiting their turn. Client-sideblock-
ing tendsto complicateretransmissiontimeoutcalcula-
tions.This, in turn,resultsin excessivenetworktraffic
andmayproduceduplicaterequestsbeingreceivedby
a server. A concurrentserver, on theotherhand,han-
dlesmultiple requestsfrom clientssimultaneously. It
is well-suitedfor I/O boundand/orlong-durationser-
vicesthatrequireavariableamountof timeto execute.
In ahighlyconcurrentsystemsuchasCMLOGsystem,
theserverhasto handleloggingor searchingmessages
from clientsor browserssimultaneously. The iterative
serverschemeis thereforenotsuitable.

In summary, the CMLOG systemis a connectionori-
entedand low-level IPC baseddistributed logging system
with a concurrentnetwork server that offers fast logging
andsearchingcapabilities.Clientapplicationslog messages
throughaclient daemonto theserver. Browsersaredirectly
connectedto the server to searchthe database.Finally the

architecturaloverview of the CMLOG systemis presented
in Figure3.
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Figure3: Architecturaloverview of theCMLOG system.

2.2 Implementation

Developinga distributedsoftwaresystemis difficult sinceit
requiresdetailedknowledgeof many conceptssuchas (1)
networkaddressingandremoteserver identification,(2) cre-
ation,synchronization,andcommunicationmechanismsfor
processesor threads,(3) presentationlayerconversiontech-
niques,and(4) taskschedulingin real-timesystems.Even
thoughmostoperatingsystemsoffer variousAPIs for net-
work IPC, usingthoseAPIs directly to implementtheCM-
LOG systemwould leadto thefollowing problems:

� Lackof Type-security:In mostUnix andreal-timesys-
temsasystemcall API identifiesparticularinstancesof
I/O devices(suchasfilesandsockets)usingacommon
namespaceconsistingof unsignedintegerI/O descrip-
tors which are “weakly-typed” in the sensethat disk
file descriptorsarenotsyntacticallydifferentfrom net-
work connectiondescriptors.Therefore,it is easyto
usethewrongdescriptorsin thewrongcircumstances
by accident.

� Non-Portability: It is difficult to write portablecode
that useOS IPC mechanismssincethey aredifferent
amongdifferentoperatingsystems,especiallyfor real-
time systems.This increasesthecomplexity of devel-
opingandmaintainingapplicationsourcecode.

Due to the efficiency and availability of C++, it makes
senseto encapsulatethe existing IPC and synchronization
mechanismsfor different operatingsystemswithin C++
classesand inheritancehierarchies. More explicitly, C++
classeshandlingtask(thread)managementandsynchroniza-
tion mechanismsfor Unix and VxWorks have beendevel-
oped,somesmallportionof theC++ classesfrom ACE [5]
have alsobeentestedon variousplatforms,including Vx-
Works. Developingthe CMLOG systembaseduponthese
C++classeshelpsimprovesoftwarequalityandportability.



2.2.1 LoggingClientAPIsandClientDaemon

The CMLOG client APIs arecallableroutinesfor applica-
tions. At run-timea client usesUDP messagesto find out
whethera client daemonis runningon thathost. If a client
daemonis indeedpresent,the loggingclient usesa pipe to
establisha communicationchannel. On Unix machinesif
thereis no clientdaemon,a client daemonwill bespawned.
Eachclient is assignedauniqueID of typeunsignedinteger
andhasa loggingcontext whichcontainsfields(username,
host, etc.) that do not change. The client daemonusesa
UDPbroadcastto find aserveronthesubnet.Theconnected
daemonthenbuffers all messagesfrom clientson thesame
hostandsendsmessagesto theserver. A non-connecteddae-
mon will periodically try to connectto the server while it
writesall messagesto the local console.Figure4 presents
anoverview of clientsandtheclientdaemonof theCMLOG
system.
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Figure4: Theloggingclientsandtheclient daemon.

All client APIs arehandledby a singleC++ classcalled
cmlogClient which hasthreebasicfunctions: (1) connect,
(2) postData,and(3) disconnect.Thefollowing aresample
C++codefor Unix andVxWorkssystemsusingCMLOG.

#include � stdio.h�
#include � cmlogClient.h�
extern“C” int client test(char*name);
#ifndef vxworks
int main(int argc,char** argv)
#else
int client test(char*name)
#endif�

#ifndef vxworks
cmlogClient*client= new cmlogClient(argv[1]);

#else
cmlogClient*client= cmlogClient::logClient(name);

#endif
if (client� connect() == CMLOG SUCCESS)

�

cdevDatadata;
data.insert(“value”,100);
data.insert(“text”, “test1 2 3”);
data.insert(“severity”, -1);
client� postData(data);
client� disconnect();�

�

Several routinessimilar to conventionalUnix printf for-
mat with relatedC callableroutinesarealsoavailable. In
addition,callableroutinesfor ISRsarealsoprovided.

2.2.2 BrowserAPIsandMotif browser

The CMLOG systemprovides a browser API that can be
usedto developsophisticatedapplicationsthatmonitorlog-
ging messagesin real-timeandretrieve messagesfrom the
server. Applicationsusing the API look for the server by
UDPbroadcast.Oncetheserver is found,aTCPdirectcon-
nectionis established.TheAPI allowsapplicationsto regis-
tercallbackswith eachrequestsothattheapplicationsdonot
have to wait for therequeststo comebackwhile processing
otherevents(suchasX events).

Additionally, theCMLOG systemprovidesa sampleim-
plementation,called cmlog, using Motif and the browser
API. The cmlog has the capability to let operatorsselect
what fields to display. It also lets operatorsadjustthe dis-
playwidth for eachfield at run-time.

2.2.3 Server

Theserver in theCMLOG systemdeservesmoreattention.
It is a concurrentserver that handlesloggingandquerying
messagesfrom clientsandbrowserswhile writing andread-
ing datato andfrom a database.In thedomainof network
server, thereis morethanoneway to achieveserverconcur-
rency.

� Multi-threadedimplementation: Multi-threading are
rapidly becoming available on most OS platforms
[6]. A thread is an independentseriesof instruc-
tions executedwithin a singleprocessaddressspace.
This addressspacemay be sharedwith other exe-
cuting threads. Threadsare often characterizedas
“lightweight processes”sincethey maintainminimal
stateinformation, requirelessoverheadto createand
synchronize,andinter-communicatevia sharedmem-
ory ratherthanthroughIPC mechanisms.In a multi-
processormachinea threadcan bind to a particular
processorsothatparallelprocessingis possible.Even
on a uni-processormachinea threadblockedon asys-
temcall will yield its cputime to otherthreads,which
results in higher network throughputand better re-
sponsetime. However, not all operatingsystemssup-
portmulti-threadingmechanisms.

� Multi-processimplementation:In a Multi-processnet-
workserver, eachnetworkrequestis handledby aUnix
processwhich is either forked on demandor is pre-
spawned into a poll at server creation time. Since
a processis a kernel-scheduledentity, the concur-
rency is directly supportedby the OS throughround-
robin scheduling.However, Unix processesaremuch
moreexpensiveto createandinterprocesscommunica-
tionsaremorecomplicatedthancommunicationmech-
anismsamongthreads.

� Single-threadimplementation: A concurrentserver
may alsobe designedto handlemultiple requestssi-



multaneouslywith a single-threadedprocess. Single
threadedconcurrentservers usually are implemented
by explicitly time-slicingtheirattentiontoeachrequest
via techniquessuchas port demultiplexing (e.g. se-
lector poll) andnon-blockingI/O. In comparisonwith
multi-threaded/multi-processservers, single-threaded
concurrency serverscanstill beblockedif onerequest
requiresalongdurationof service.

Networkrequeststo theserverof theCMLOG systemare
either to log messagesor to query the database.The ser-
vice durationsfor theserequestsrangefrom very short for
logginga singlemessageto very long for retrieving a large
numberof messagesin thedatabase.It is thereforeunwise
to implementthe server usinga single-threadedimplemen-
tation.

In orderto maketheCMLOG systemportable,theserver
is implementedusingeitherthemulti-thread(usingPthread
[7]) or multi-processmethoddependingon the availability
of Pthreadon a platform. A setof parameters(suchasde-
fault UDPport,numberof threads(processes)to create,and
sharedmemoryID) in a headerfile allows differentsitesto
configurethe server. In addition, the server readsa con-
figurationfile that containsmoreparameterswhich canbe
fine tunedfor different environmentswithout recompiling
thecode.
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Figure5: Run-timearchitectureof theserver.

Whentheserverstartsup,it createsseveralportstohandle
networkrequests.Thefirst port is aUDPportwhich is well-
known to clientsand browsers. The othersareTCP ports
assignedby theoperatingsystemfor TCPconnectionsfrom
clientdaemonsandbrowsers.To find outwheretheserver is
onasubnet,clientdaemonsandbrowserssendaUDPbroad-
castmessageto thisUDPport. Whentheserver receivesthe
UDP broadcastmessage,it sendsback information about
what TCP ports the client daemonand browserscan use
to establishTCP connections.Next, the server spawns the
numberof threads(processes)specifiedin the headerfile.
Thesethreads(processes)initially areasleep.Whenthereis
anetworkrequest,themasterthread(process)wakesup one
thread(process)to processthe request.Oncetherequestis
serviced,thethread(process)goesbackto sleep.Thisis very
similar to theMaster-Slave (Boss-Worker)[8]paradigmthat
is popularin parallel computation. Figure 5 demonstrates
therun-timearchitectureof theserver.

2.2.4 Database

The databasecontainsmultiple Unix files that containtime
stampedloggingmessagesof cdevData in binaryform. Each
file is indexedbytimeandisorganizedin aB+ treestructure.
A databasefile is closedanda new file is createdin a time
cycle specifiedin theserverconfigurationfile.

3 Integration of CMLOG into a Control System

The flexibility of cdevData and easycustomizationof the
serverenablesaCMLOG systemto beintegratedinto acon-
trol environmenteasily. For example,onecankeeptheex-
isting client loggingAPI which thencalls theclient API of
theCMLOG system.On systemssuchasEPICS[9] which
allow errorhandlersto be installedto catcherrormessages,
a simpleroutine implementedusingCMLOG will sendall
messagesto theserver.

4 Concluding Remarks

TheCMLOG systemis a new distributedandgeneralmes-
sageloggingsystemthatenablesapplicationsor systemsto
log dataof any type into a centralizeddatabase. It con-
sistsof aconcurrentUnix server implementedin C++ using
multiple threadsor processeswhereapplicableto improve
network responsivenessand concurrency, a client daemon
thatbuffersandsendsall loggingmessageson a hostto the
server, a C++ client library that is usedby applicationsto
log messages,anda C++ browserlibrary thatsupportscall-
back mechanismsto let browsershandleother eventsand
wait for responsesfrom theserverat thesametime. Further-
more,theCMLOG systemoffers two CDEV services.One
is cmlogService which is theCDEV servicelayerfor thethe
client library. Anotheris cmlogQService which is theCDEV
servicefor the browser library. Thesetwo servicesenable
CDEV applicationsto log to andretrieve messagesfrom the
server in CDEV fashion.For exampleonecanlog messages
in aCDEV applicationin thefollowing way:�

cdevDatadata;
data.insert(“severity”, 2);
data.insert(“status”,-1);
data.insert(“text”, “Error happened”);
cdevRequestObject*obj = 0;
obj = cdevRequestObject::attachPtr

(“cmlog”, “set msg”);
if (obj)

obj� send(data,0);�

The CMLOG systemcurrentlyservesasan error report-
ing systemfor the CDEV packageandasan error logging
systemin the control systemat JeffersonLab. It hasbeen
testedon Hewlett-PackardmachinesrunningHPUX-9 and
HPUX-10,SunworkstationsrunningSolaris2.5.xandIntel-
basedPCsrunningLinux 2.0.x.Theclient library andclient
daemonhavealsobeentestedonmv162,mv167,mv177and



mvme2604runningVxWorks 5.2(3). The server canhan-
dleup to 2000and200loggingmessagespersecondfrom a
Unix hostandamv162machinerespectively. It cansendup
to 1000messagespersecondto abrowserfor asinglequery
request.Finally thesourcecodefor CMLOG is availablevia
anonymousftp from ftp.cebaf.gov in pub/cdev.
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